VPN Setup:

Create VPN Community:

You may create Full-Meshed, Star, and Dial-Up IPsec VPN Communities. IPsec VPN Communities
are also sometimes called VPN topologies. We create a Star Topology with a hub and a spoke:
Go to VPN Manager > IPsec VPN.

-5 | VPN Manager v = & Install Wizard
E L Q .
v Ol
M Device Manager Policy & Objects AP Manager VPN Manager Fabric View
= S
-DC E # B
FortiGuard FortiSwitch Manager Extender Manager System Settings Management
Extensions

In the toolbar, click Create New. The VPN Topology Setup Wizard dialog appears. Enter a name
for the topology, In the Choose VPN topology field, Select Star Click Next.

& C A Not secure | htps//192.168.114.210/p/app/#!/adom/vpn/ipsec/list

& Install Wizard

@ IPsec VPN v f Edit [ Delete § Morew 4% Column Settings v

VPN Communities (1) (0 Name Gateways

Map View 0O #IPSec > 0 Gateways
Monitor
VPN Topology Setup Wizard
& IPSec
B | Description

Choose VPN Topology

2 H

Full Meshed Dial up @
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Configure Phase 1 and Phase 2 according to your requirements.
VPN Topology Setup Wizard

Authentication & Encryption Settings:

Authentication Pre-shared Key Rl

QO Generate (random)

Encryption
IKE Security (Phase 1) Properties

IKE Version 2

# Encryption Authentication

1 DES v MD5 |+ m

IPsec Security (Phase 2) Properties

# Encryption Authentication
1 DES « | MD5 . |+
VPN Topology Setup Wizard
[ VPN Zone » |

IKE Security Phase 1 Advanced Properties
Diffie-Hellman Group(s) (01 Os 014 Qis Q16
017 Q1s 019 020 021 027
(@p 029 O30 031 Oa2

Exchange Mode QOAggressive (@ Main(ID Protection)
Key Life 28800 (120-172800 seconds )
Dead Peer Detection QOpDisable QOnldle ®0On Demand

IPsec Security Phase 2 Advanced Properties
Diffie-Hellman Group(s) (01 Os O14 Qas O1e
Q17 Qa1s 019 020 021 027
Oo2s Oa29 Oz0 031 Oa2

Replay Detection ()
Perfect Forward ()
Secrecy(PFS)
Key Life ®Seconds QKB QBoth
seconds [5120 KB
Auto-Negotiate () I Q
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Finally, Phase 1 and Phase 2 details are configured click OK.

VPN Topology Setup Wizard
Summary
Name IPSec
Topology Star
Authentication Pre-shared Key (Specify)
Encryption IKE Security (Phase 1) Properties

B 1: des-md5

B Diffie-Hellman Group(s) : 2

W Key Life : 28800 ( seconds )

B Dead Peer Detection : On Demand
IPsec Security (Phase 2) Properties

B 1: des-md5

W Diffie-Hellman Group(s) : 2

B Replay Detection

W Perfect Forward Secrecy(PFS)

B Key Life : 1800(seconds)

B Auto Key Keep Alive

B Auto-Negotiate

m NAT-traversal : Keep Alive Frequency 10 ( seconds )
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Create IPSEC VPN Gateways:

A VPN gateway functions as one end of a VPN tunnel. It receives incoming IPsec packets,
decrypts the encapsulated data packets, then passes the data packets to the local network. It
also encrypts, encapsulates, and sends the IPsec data packets to the gateway at the other end
of the VPN tunnel. The IP address of a VPN gateway is usually the IP address of the network
interface that connects to the Internet. Go to VPN Manager > IPsec VPN. In the tree menu,
IPsec, In the toolbar, click Create New > Managed Gateway.

== VPN Manager v = & Install Wizard

B IPsec VPN v 2L All Communities (1) >
VPN Communities (1) [4 Edit [ Delete § Morev & Column Settings v

Map View I Managed Gateway | Role Default VPN Interface

Monitor External Gateway

& SSLVPN »

The VPN Gateway Setup Wizard — IPsec dialog appears. Select a Protected Subnet, and click OK.
If you don’t have object already created click on plus icon to create.
VPN Gateway Setup Wizard - # IPSec

/g
Protected Network Device Default VPN Interface Local Gateway Advanced
Protected Subnet Click here to select | Select Entries (Total: 18)

i) )
@ IPV4 ADDRESS (16) Firewall Address

E BR-Subnet-10.0.3.0 <+ Address Group
IP/Netmask:: 10.0.3.0/255.255.255.0 -
et nn I
Let’s create HQ Subnet 10.0.1.0/24 Object.
Create New Address

Address Name HQ-Subnet-10.0.1.0

Color 4

Type Subnet .

IP/Netmask 10.0.1.0/24 | ©0DNS Lookup

Interface & any v

Static Route Configuration ( :)
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Let’s create DC Subnet 10.0.2.0/24 Object.

Address Name ' DC-Subnet-10.0.2.0
Color a
Type Subnet .
IP/Netmask 10.0.2.0/255.255.255.0 SO DNS Lookup
Interface F any v
Static Route Configuration ( :)
Comments
0/255
Add To Groups Click here to select
Advanced Options >
Per-Device Mapping ® |
Revision
Change Note *
=
Let’s create BR Subnet 10.0.3.0/24 Object.
Edit Address
Address Name BR-Subnet-10.0.3.0
Color a
Type Subnet v
IP/Netmask 10.0.3.0/255.255.255.0 £ DNS Lookup
Interface 4k any v
Static Route Configuration ( :)
Comments
0/255
Add To Groups Click here to select
Advanced Options >
Per-Device Mapping @ )
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Select a Protected Subnet, and click OK.
VPN Gateway Setup Wizard - # |PSec

]
L
|

Protected Network Device Default VPN Interface Local Gateway Advanced
Protected Subnet Q
B HQ-Subnet-10.0.1.0 x

IP/Netmask:: 10.0.1.0/255.255.255.0
1 Entry Selected

Set the Role field to Hub and click Next.
VPN Gateway Setup Wizard - # |PSec

Protected Network Device Default VPN Interface

Role | ®Hub| OSpoke
Device [ + HQFW "

E

Local Gateway Advanced

© @ Devices
4 BR-FW

4+ DC-FW

v 4 HQ-FW @
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Default VPN interface usually the internet-facing interface in this case port1 click Next.
VPN Gateway Setup Wizard - # IPSec

|

1
e e [ )

Protected Network Device Default VPN Interface Local Gateway Advanced
Default VPN Interface E port1 v
Hub-to-Hub Interface Click to select v (Required for multiple Hubs)

Set the local Gateway the public IP Address of Internet facing Interface 192.168.1.1.
VPN Gateway Setup Wizard - 3 IPSec

Protected Network Device Default VPN Interface Local Gateway Advanced

Local Gateway 192.168.1.1
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In Routing choose the Automatic Option and Click OK.
VPN Gateway Setup Wizard - *% |[PSec

Local ID
Routing QO Manual (via Device Manager)| (® Automatic
Summary Network(s) Seq# Network Priority
Click here to add a new entry. == Ty
Advanced Options >

Create SPOKE-1 DC-FW:
The VPN Gateway Setup Wizard — IPsec dialog appears. Select a Protected Subnet, and click OK.

VPN Gateway Setup Wizard - ¥ |[PSec

|
i
jmym|

Protected Network Device Default VPN Interface Local Gateway Advanced
Protected Subnet Q
E DC-Subnet-10.0.2.0 x

IP/Netmask:: 10.0.2.0/255.255.255.0
1 Entry Selected
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Set the Role field to Spoke this time and from dropdown choose DC-FW click Next.
VPN Gateway Setup Wizard - % IPSec

Protected Network Device Default VPN Interface Local Gateway Advanced
Role QOHub  (®Spoke
Device 4+ DC-FW v

Default VPN interface usually the internet-facing interface in this case port1 click Next.
VPN Gateway Setup Wizard - 3 IPSec

T QD>

Protected Network Device Default VPN Interface Local Gateway Advanced

Default VPN Interface E port1 ~
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Set the Local Gateway the public IP Address of Internet facing Interface 192.168.3.1.
VPN Gateway Setup Wizard - #% IPSec

Protected Network Device Default VPN Interface Local Gateway Advanced

Local Gateway 192.168.3.1

In Routing choose the Automatic Option and Click OK.
VPN Gateway Setup Wizard - % IPSec

Local ID

Routing (O Manual (via Device Manager) (8 Automatic

Advanced Options >
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Create SPOKE-2 BR-FW:
The VPN Gateway Setup Wizard — IPsec dialog appears. Select a Protected Subnet, and click OK.
VPN Gateway Setup Wizard - # IPSec

(]
i
g

Protected Network Device Default VPN Interface Local Gateway Advanced
Protected Subnet Q
= BR-Subnet-10.0.3.0 x

IP/Netmask:: 10.0.3.0/255.255.255.0
1 Entry Selected

U

Set the Role field to Spoke this time and from dropdown choose BR-FW click Next.
VPN Gateway Setup Wizard - 3 IPSec

Protected Network Device Default VPN Interface Local Gateway Advanced
Role QHub (®Spoke
Device 4+ BR-FW e
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Default VPN interface usually the internet-facing interface in this case port1 click Next.
VPN Gateway Setup Wizard - * |PSec

T QD> [

Protected Network Device Default VPN Interface Local Gateway Advanced

Default VPN Interface Cport1 v

U

Set the Local Gateway the public IP Address of Internet facing Interface 192.168.5.1.
VPN Gateway Setup Wizard - ¥ |PSec

Protected Network Device Default VPN Interface Local Gateway Advanced

Local Gateway 192.168.5.1
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In Routing choose the Automatic Option and Click OK.
VPN Gateway Setup Wizard - #¥ |PSec

Local ID

Routing (O Manual (via Device Manager) | (& Automatic

Advanced Options >

< Back

Finally, one Hub and two Spokes are created.

cac

= & Install Wizard

@ IPsec VPN ~ L All Communities (1) > 8 IPSec
=+ Create New~, [# Edit [i] Delete
Map View 0O Name Role
Monitor O 4 HQ-FWIroot] [ Hub |
B/ SSLVPN > O 4 DC-FWiroof] EX
O 4 DC-FW]root] Ex

¢ Mores 1% Column Settings v

Default VPN Interface Protected Subnet

portl = HQ-Subnet-10.0.1.0
portl = DC-Subnet-10.0.2.0
portl E BR-Subnet-10.0.3.0
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Apply VPN Configuration:
Install the VPN Configuration using Install Wizard on Hub and Spokes one by one. Fallow the
Wizard choose Install Policy Package & Device Settings from dropdown choose HQ-FW Click
Next to continue.

Install Wizard

(®Install Policy Package & Device Settings
Install a selected policy package. Any device specific settings for devices associated with the package will also be installed.

Policy Package HQ-FW ;

Comment

[OCreate ADOM Revision

Oschedule Install

(O Install Device Settings (only)

Click Next to Continue.

Install Wizard - Policy Package and Device Setting (HQ-FW)

Please select one or more devices to install () Use checkbox or Ctrl or Shift key for multiple selections)

[0 Device Name IP Address Platform
4+ HQ-FW 10.0.1.254 FortiGate-VMé4-KVM
Click Install to push the changes from FortiManager to FortiGate.
Install Wizard - Policy Package (HQ-FW)
Installation Preparation Total: 2/2, @ Success:2, £ Warning: 0, @ Error:0 @
+ Interface Validation
~ Policy and Object Validation
~/ Ready to Install.
@ |Install Preview Qg Policy Package Diff Q
[0 Device Name Status Action
I HQ-FW/[root] © The following policy types
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Install Wizard - Policy Package (HQ-FW)

o Policy package (HQ-FW) is installed successfully.
e

Totak: 1/1, @ Success: 1, A Warning: 0, @ Error: 0 @

B View Installation Log & View Progress Report ¥ Column Settings v Search... Q

# Name Time Used Status

1 HQ-FW 40s install and save finished status=0K

Similarly, install Wizard on Spoke-1 DC-FW and Spoke-2 BR-FW
Install Wizard

(®Install Policy Package & Device Settings

Install a selected policy package. Any device specific settings for devices associated with the package will also be installed.
Policy Package DC-FW

Comment

[OCreate ADOM Revision
Oschedule Install

Qlnstall Device Settings (only)

e

Install Wizard - Policy Package and Device Setting (DC-FW)

Please select one or more devices to install (@ Use checkbox or Ctrl or Shift key for multiple selections)

(O Device Name IP Address Platform

4 DC-FW 192.168.3.1 FortiGate-VM64-KVM

e
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